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Abstract

Students in an academic environment regularly install malware such as viruses and
spyware on their personal computers and then connect to institutional automation
resources. Student education on information awareness can provide another vector to help
deter malware installation.

At West Point, there was a problem with cadets clicking on suspicious attachments and
embedded links. As a result, network performance and resource availability were
impacted. West Point leadership needed a way to offer increased email security
awareness in hopes of maintaining a strong security posture.

To test the effect of the information assurance education already in place at the United
States Military Academy, we designed, built and ran an information awareness exercise
system across the entire student body. The exercise was designed to target those counter-
productive behaviors most prevalent in the student body. This paper discusses how we
implemented the system and the results of the exercise.
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